[Tpunoxenue Ne 5 k mucemy
MUHOOpa3zoBanus PocToBckoii oGmacTu
OT Ne

NHO®OPMALIMOHHAA [TAMATKA
JUIA OBYUAIOIINXCA 1JIA PASMEILEHUA
HA OOUIIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OOJIbLIE, a
IIKOJIbHUKKA OJIHM W3 CaMbIX aKTHBHBIX ToJib3oBaTeneil Pynera. Mexnay Tem,
IOMHMO OTPOMHOIO KOJMYECTBAa BO3MOXKHOCTEH, MHTEPHET HECET U NMPOOJIEMBI.
Ota namsTKa JI0JKHA IOMOYb Tebe 0e30I1acCHO HaXOAUTHCS B CETH.

KomnproTepHbie BUPYChI

KomnproTepHblid BUPYC - 3TO pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOTPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nononHeHne K 3TOMY, BUPYChl MOTYT HOBPEAUThH MJIU MOJTHOCTHIO YHUUTOXKUTH
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almynieHa 3apaKeHHash Mporpamma, a Takke MNOBPEIUTh WU JaXe YHUUYTOKUTH
ONEpallMOHHYI0 CHCTEMY CO BceMHU (aiiamu B LeJIoM. B OOJBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 3a1UThl OT BPEAOHOCHBIX TPOrPAMM:

1. MHcnonws3yidi COBpEMEHHBIE OINEPALMOHHBIE CUCTEMbI, HMEIOIINE
CEPBhE3HBIN YPOBEHD 3alIUTHI OT BPEIOHOCHBIX MPOrpPamMM;

2. [locTtossHHO ycTaHaBiaMBa madTH (UUQPOBBIE 3aIlJIaTKU, KOTOPHIE
ABTOMATHYECKH YCTAHABJIMBAIOTCA C IEJBI0 JOPAOOTKHM MPOrpaMMbl) U APyTHE
OOHOBJICHUSI CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita  paspaborunka OC. Ecnu  cymiectByer — pexum
aBTOMATHUYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. PaboTaii Ha cBOeM KOMIBIOTEpE TIOJ TpaBaMH IIOJIH30BaTEsA, a HE
aIMUHUCTpAaTOpa. OJTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Vicionb3ylt  aHTUBUPYCHBIE MPOTPAMMHBIE  TMPOAYKTBI  M3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI MIOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHENIHUE HOCUTEIW MH(MOpMAINK, Takue Kak Quielika, AUCK
win (aitn U3 MTHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIC (ailyibl, MOJYYCHHBIC W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlake Te (pailyipl, KOTOpHIE MpUCTIaT TBOM 3HAKOMBIH. Jlydiie yrounu
y HETO, OTIIPABJISUI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 3To He BHJ Tiepeaun JaHHBIX, He TEXHOJIOTHSI, @ BCETO JIUIIb OpeH/I,
Mapka. Eme B 1991 roay HuaepiaHickash KOMITAHUS 3aperucTpupoBajia OpeH.
«WECA», uto o0Oo3nauamo cinoBocoueranue «Wireless Fidelity», kotopslii
NEePEeBOAUTCS KaK «OecpOBOAHAS TOUHOCTD.



Jlo Hamrero BpeMeHH JIoIuIa apyras abbpeBuarypa, KOTopas sSBISICTCS TaKOU
e TexHojoruen. Ito abbpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BbICIIeH 3BykoBoW TexHuku Hi-Fi, yto B mepeBoze
O3HAYaeT «BBICOKASI TOYHOCTHY.

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOrMe skcrepThl CUMTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CogeTsl 10 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro InuHyto nHpopMarmro gepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJUTH MAPOJId JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 OOHOBIISII aHTUBUPYCHBIE MMPOTpaMMbl U Opanamayep. Tem
CaMbIM ThI 00€30MacHIllb ce0s OT 3aKaYKK BUPYyca Ha TBOE YCTPONCTRO;

3. Ilpu ucnonn3zoBanun Wi-Fi oTkmoun ¢yHkuuio «OOmuUi g0cTynm K
daiinam u mpuHTepam». [laHHas QyHKIUS 3aKpbiTa 10 YMOJYAHUIO, OIHAKO
HEKOTOpbIE MOJIH30BATEIN aKTUBUPYIOT €€ JJI yI00CTBa UCIIOJIb30BaHUs B paboTe
WM y4eoe;

4. He wucnons3yii nyOnaumunbii WI-FI s mepepaum JTMYHBIX JaHHBIX,
HaIpuMep, ISl BBIXOJIa B COLUAIIBHBIE CETH WM B 3JIEKTPOHHYIO MOUTY;

5. Ucnonb3y# TOJIbKO 3amuineHHoe coequnenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aipeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone orkmoun (yHkiuio "Tlogkmouenne k' Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormacus.

CormanbHbie ceTH

CoumayibHbI€ CETH aKTUBHO BXOJIAT B HAIIlYy KW3Hb, MHOTHE JIFOAU PabOTAIOT
U KUBYT TaM TMOCTOSIHHO, a B Facebook ye 3apeructpupoBaH MIIITHAP]T YETOBEK,
YTO SIBJISIETCA OJHOW CEIBbMOM BCEX JKUTEJEH IUIaHEThl. MHOTHE NOJIB30BATENIA HE
MOHUMAIOT, YTO WH(OpMAIMs, pa3MEIIeHHass MU B COIIHMAIBHBIX CETSIX, MOMKET
ObITh HalJeHAa W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HAMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MMACHOCTH B COITMATBHBIX CETSIX:

1. Orpannub cnucok apy3eid. Y TeOs B ApY3bsiX HE JOJKHO OBIThH
CJIyYaWHBIX U HE3HAKOMBIX JIFOJEH;

2. 3amuinai CBOIO YacTHYIO >ku3Hb. He ykaspiBall maposiu, TenedoHbI,
aapeca, JaTy TBOErO0 POXACHUA H  JAPYIyH0 JUYHYI0  HHGOpMAaIHUIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJB30BaTh Jaxe WHPOPMAITHIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYIIBI,

3. Bamuinail CBOIO pemyTaluio - JACPKU €€ B YUCTOTE W 3ajaBail cede
BOIPOC: XOTEN ObI ThI, YTOOBI APYTHUE MOIB30BATEIN BUICTH, YTO ThI 3arpyKaelb?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4. Ecau Tbl TOBOPHILB C JIFOABMU, KOTOPBIX HE 3HACLIb, HE UCIIOIb3YHl CBOE
peanbHOE MM U JIPYTYIO JUYHYI0 WH(OPMAITMU: UMSI, MECTO JKUTEILCTBA, MECTO
yueObl U TIpoUee;



5. U3berait pazmemenus ororpaduii B IHTEpHETE, T/I€ THI N300paXkeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu peructpanu B COIUAJIBLHOM CETHU HEOOXOAMMO HCIOJIb30BATh
CJIOHBIE TIAPOJIH, COCTOSALIUE U3 OYKB U LIU(PP U C KOJTUYECTBOM 3HAKOB HE MEHEE
8;

7. lns couMalbHOM CceTH, TMOYThl M JAPYrHMX CalTOB HEO0OXOIUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKU
NOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, @ HE BO BCE Cpasy.

DJIIEKTPOHHBIE JICHbI U

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CIMOCOO IIATEKEW, OJHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DNEeKTPOHHBIE IEHbI'U MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO U3-3a 3TOTO BO
MHOTHX TOCYyAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (QyHKIMOHMPYIOT U O HUX YX€ MPOMUCAHO B 3aKOHE, Ie
UX Pa3leisaloT Ha HECKOJIBKO BHJIOB - aHOHUMHBIE W HE aHOHUMMHBIE. Pa3zHuna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs NpoBOIUTh onepauun 0e3
UJeHTU(GUKAIINY TT0JIb30BATEINsI, @ B HCAHOHUMHBIX UJCHTU(UKAIIUS MT0IH30BATENSA
SBIISIETCS 00SA3aTEIBHOM.

Taxxe crnenyer pasnuyaTh JJIEKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI
rOCy/IlapCTBEHHBIM BaJlOTaM) M 3JIEKTPOHHbIE He(UaTHbIE IEHBIU (HE pPaBHbI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsku K cuyeTy MOOWIBbHBIA TeneoH. DTO camblid yHOOHBIM U
OBICTPBI CMOCOO BOCCTAHOBUTH JOCTYN K cuety. IlpuBsizannsiii TenedoH
MOMOJKET, €ciau 3a0ynelllb CBOW IUIATEXHBIM Mapoib WIM 3aijellb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnionb3yit omHOpa3oBbie mapoiu. llocie mepexona Ha YCHUICHHYIO
aBTOpHU3alLlMI0 TeOe y)Xe He OyJeT yrpokaTh ONAacHOCTh KpaXu WJIM INepexBaTa
IUIATEKHOIO MapoJIs;

3. BriGepu crnoxusiii mapons. [Ipectymuukam OyaeT HE MPOCTO yrajaaTh
CJIOXHBIA naposb. HanexHsle mapoiau - 3T0 napoju, KOTOPBIE COEPkKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B CeOS CTPOUYHBIE U TPOIHUCHBIE OYKBBI, HUQPPHI H
HECKOJIbKO CMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, GyHTa, BOCKIUIATENbHBIN 3HAK U
T.11. Hammpumep, $tROng!;

4. He BBOIM CBOU JIMYHbBIE JaHHBIE HA CaliTaX, KOTOPHIM HE TOBEPSIEIIb.

DJIEKTPOHHAs TT0YTa

DNeKTpOHHAs MOYTa - 3TO TEXHOJIOTHSI U MPEAOCTABIISIEMbIE €10 YCIYTU 10
NEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paclpeaeatoTcs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUAT
CIIETYIOIMM 00pa3oM: UMsI_TOJIb30BaTeNss(@uMs_aoMeHa. Takke Kpome rnepeaadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TiepeaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30TMaCHOM PadOTE C IIECKTPOHHOU MTOYTOM:

1. Hano BBIOpaTh mnpaBUiIbHBIA MOYTOBBIA cepBUC. B HHTEpHETE ecTb
OTPOMHBII BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlIe TOBEPSITh TEM,
KOTO 3HAeIllb U KTO NIEPBBIM B PEUTUHTIE;



2. He yka3biBaii B TMYHOM moYTe JIW4YHYI0 HHPopManuio. Hampumep, mydie
BBIOpaTh «MY3bIKAJIbHBIA (paHaT@» uimm «pok2013» BMecTo «temal3»;

3. Ucnonp3yil ABYXATanmHyl aBTOpH3allMi0. DTO KOrja MOMHUMO MapoJis
HY>KHO BBOJUTB KOJI, TIPUChUIAaEMBbII T0 SMS;

4. BeiOepu CIOXKHBIN Maposib. st KaXa0ro MOYTOBOIO SIIKKA T0KEH OBbITh
CBOM HAJICKHBIN, YCTOMYHUBBIN K B3JIOMY apOJIb;

5. Ecim ecTth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
WCIIOJIb3YH 3TY BO3MOXHOCTb;

6. Mcrionb3yii HECKOJIBKO TIOYTOBBIX SIIUKOB. IlepBbIii 11  dacTHOM
NEPENUCKU C apecaTaMu, KOTOPbIM Thl JOBEPSACIIb. DTO 3JIEKTPOHHBINA aJpec He
HA/I0 UCTIOJIB30BaTh MPHU PETUCTPALIUU Ha (popyMax U calTax;

/. He oTkpeiBail ¢aiiiibl U Jpyrue BIOXKEHHS B MUCHbMAaX, JaXKE €CII OHU
NPUILUIM OT TBOUX Apy3ell. Jlydile yTouHM y HUX, OTIPABISIN JU OHU TeOE 3TU
(baisl;

8. [locne okoHuaHus pabOTHl Ha IOYTOBOM CEPBHUCE TMEpe]] 3aKPbITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakKaTh Ha «BBIATHY.

KubepOymuiiHr unu BUPTyaabHOE U3JI€BATEIBCTBO

KubepOymauHr -  mpeciieloBaHHE  COOOILIEHUSIMH,  COAEpKAIIUMU
OCKOpOJIeHUS, arpeccuro, 3aIyTUBaHUE; XYJIUTaHCTBO; COIIMAJIbHOE
OOMKOTHUPOBAHUE C MOMOLIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KNOEPOYIITHHIOM:

1. He Opocatics B 60#. Jlyumuii cnoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHadajle yCHOKOUThbCS. Eciam Tbl
HayHEIIb OTBEYATh OCKOPOJIEHUSIMU Ha OCKOpOJICHUS, TO TOJIBKO emle OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapnsi cBoel kubeppenyTauuei;

3. AHOHUMHOCTh B ceT MHHMas. CyIlecTBYIOT CIOCOOBI BBISCHHUTH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BEeCTHM XYJIUTAaHCKUW 00pa3 BUPTyaJlbHOW Ku3HH. MHTEepHeT
(buKCUpyeT BCe TBOM JIEUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobmroail CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. UrHopupyit emunuuHbld HeraTuB. (OJXHOpPa30BbIE OCKOPOUTEIHHBIC
COOOIIeHHsT Jyd4llle WUrHopupoBath. OOBIYHO arpeccusi MpeKpamaercss Ha
Ha4yaJIbHOW CTAJHH,

7. ban arpeccopa. B mporpamMax oOMeHa MIHOBEHHBIMU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKM OTHPABKUA COOOIIEHHUN C
ONPENIECIICHHBIX aJPECOB;

8. Ecnu ThI cBUneTENs KHOEpOYUIMHTa. TBOM AEMCTBUS: BBICTYIIUTh MPOTUB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MO/JIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOunbHbIN TenedoH

CoBpemennble cMapT(HOHBI U TUIAHIIETHI COAEPKaT B ce0e BIIOJIHE B3POCIIbIi
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMH



KoMmnbioTepamu. OHAKO, CPEACTB 3aLIUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHBb
mano. TecTupoBaHMEe M TIOUCK YSA3BUMOCTEH B HHMX IPOUCXOJUT HE Tak
MHTEHCUBHO, Kak Juis [1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpemeHHbIE MOOWJIBbHBIE Opay3epbl yK€ MPaKTUUYECKH JIOTHAJM
HACTOJIbHBIE AHAJIOTH, OJHAKO pacuIMpeHue (QyHKIMOHAJIa BIJIEYET 3a COOOM
OO0JIBILIYIO CII0)KHOCTh U MEHBIIYIO 3aIlUIIEHHOCTb.

Jlaneko He BC€ MPOM3BOAMUTENN BBITYCKAIOT OOHOBJIIEHMSI, 3aKPbIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJI 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He sBnsercs mo-HacTosmeMy OecruiaTHbIM. Byas octoposkeH, Beab
Korja tebe mpenaraioT OecIIaTHBI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO MJIATHBIE YCIYTH,

Hymaii, npexe uem oTnpaBuTb SMS, ¢oro uim Buaeo. Tel TOUHO 3HAEIIb,
r7ie OHU OyIyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsl MOOMJIBHBIX Telle()OHOB;

He 3arpyxaii npuiokeHusi OT HEM3BECTHOIO MCTOYHUKA, BEAb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE ITPOrPaMMHOE 00ECTIEUEHHUE;

[Tocne Toro Kaxk Thl BBIIELIL C CaiiTa, IJIe BBOAWI JIMUYHYIO MHPOPMAIHIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

[leproanaecku poBepsiii, Kakue MIaTHBIE YCIYTH aKTUBUPOBAHBI Ha TBOEM
HOMEpE;

JlaBaii cBOll HOMEp MOOUJBHOTO TeleOHa TOJBKO JIOJASAM, KOTOPBIX ThI
3HaelIb U KOMY JIOBEpSICIIIb;

Bluetooth momkeH ObITH BBIKIIIOYEH, KOTZa Thl UM HE Moisb3yemibes. He
3a0bIBail MHOT/Ia TIPOBEPSITH ITO.

Online urpst

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO Kpaco4yHbIE, 3aXBaThIBAIOILNE
pa3BieUeHUsl, OOBEIUHAIONIME COTHU ThICSY 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIIOJHSIOT 3aJlaHus,
CpaXkaloTCsi C MOHCTpaMH U MOJY4aroT ONbBIT. 3a YJOBOJIbCTBUE OHHU IUIATST:
MOKYTAIOT JUCK, OMJIAYUBAOT A00HEMEHT WJIH MPUOOPETAIOT KaKKe-TO OIIUU.

Bce atu cpeacTBa uayT Ha mojAepKaHUe U Pa3BUTUE UTPhI, @ TAK)KE HA caMy
0€30IacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIC
naTyu (LU@poBbIe 3aMIaTKU ISl IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momgoOGHBIX Wrpax CTOMT oOmacaTbCsi HE CTOJBKO CBOMX COIEPHUKOB,
CKOJIBKO Kpa)Xd TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3ALMU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnmu mpyroif urpok BemeT ceds MIOX0 WM CO3/1aeT TeOe HEeMPUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxkanyiicss agMHUHUCTpATOpaM UIPbl Ha IUJIOXOE€ IOBEAECHHE 3TOIrO
UTPOKA, JKEIaTeIbHO MPHUIIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUI€ CKPUHOB;

3. He yka3biBaiil muunyto nHGOpMaIuio B mpogaiiie urpol;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;



5. He ycTanaBnuBail HeopUIIMAIbHbIE TATYH U MOJIBI;

6. Mcrionb3yii CII0KHBIE U PA3HBIE ITAPOJIH;

7. Jlaxxe BO BpeMs WIPbl HE CTOMT OTKJIKOYaTh aHTUBUpYyC. Iloka TbI
UI'paellb, TBOM KOMIIBIOTEP MOTYT 3apPa3UTh.

QUIIMHT WM Kpaka JIMYHBIX JaHHBIX

OOBbIYHON Kpaskel JEHET M TOKYMEHTOB CETOJIHA YK€ HUKOTO HE y/IMBHIIIb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKH IIEPEMECTUIINCE B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA «TFOOMMBIMY JETOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIHHT,
TJIaBHAsg Ie7b KOTOPOTO COCTOMT B TOJYYEHUM KOH(PHUACHLIHAIBHBIX JTaHHBIX
MOJIb30BaTeNeH - TIOTMHOB U mapoieil. Ha anrmuiickom si3bike phishing unraercs
kak ummHr (0T fishing - peiOHas 0B, password - maposs).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii TBI MOJ03peBaciib, YTO TBOS aHKETa
Obula  B3JIOMaHa, TO HeoOXoauMo  3a0JOKMpOBaTh €€ U COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKODEE;

2. Vcnionb3yii Oe3omnacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil cioxHble W pas3Hble mapoiu. Takum oOpaszom, ecnu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecnu T1e0s B37OMald, TO HEOOXOAMMO NPENyNpeauTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBieHbl y T€OS B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU H,
BO3MOYKHO, OT TBOETO MMEHHU OYJET pacchlIaThCs ClIaM M CChUIKM Ha (PUITMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbli naposas (PIN) Ha MOOMIIBHBIN Tene(OH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpeiBail ¢aiiibpl U Ipyrue BIOXKEHHS B MUCHMAax, JaXKe €CIU OHU
OPUILUIM OT TBOMX Jpy3ell. Jlydie yTo4HM y HMX, OTIPABISUIA JIU OHU TeOe 3TU
Gbaib.

[udposas penyranus

[udpoas penyrtauus - 3TO HEraTUBHAs WM MO3UTHBHas MHQOpMAIUS B
cetu o tebe. Kommpomerupyromass uHbopMmanusi, pa3MelieHHas B WHTEPHETE,
MOET CEPbhE3HBIM 00pa30M OTPa3UThCSA HA TBOEH peanbHOU ku3HU. «[{udposas
penyTamusy - 3T0 TBOM UMUK, KOTOPBIA (GopMHUpyeTCs U3 UHPOpMaLUuU O Tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOXKEHHUE,
O0COOEHHOCTH XapakTepa 1 paccKas3bl O OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJMKAaIMU JIMYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCHenCcTBUM. Thl maxe He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYUHON OTKAa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pasmenienue TBoux (Gotorpaduii u apyrue IeHCTBUS MOTYT
HE MCYE3HYTh JaXe I0CJE€ TOro, Kak Thl MX yJajdullb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H



COXpaHWJach JU OHA, a TJIABHOE: YTO MOIyMaroT O TeOe OKpY’Kalolue JIO/IH,
KOTOpBIE HAWAYT M yBUAAT 3T0. Hailtu nHopmanuio MHOrO JIET CILyCTSI CMOKET
JTr000H - KaKk U3 100pbIX NOOYKIEHUH, TaK U C HAMEPEHUEM IIPUYUHUTE Bpea. DTO
MOJKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3aIIMUTE HU(PPOBOM pEyTALNU:

1. Ilonymaii, mpexJie 4em 4To-TO IMyOJMKOBATh U NepeaaBaTh y ceOs B Oore
WIM B COLIMAIIBHOM CETH;

2. B nHactpoiikax mpoduis yCTaHOBH OTpaHHUYEHUS Ha MPOCMOTP TBOETO
npouIs ¥ €ro COAEP>KUMOTO0, CIETIail €ro TOIBKO «JIJIsS IpY3eiDy;

3. He pa3memiaii 1 He yka3piBail MH(OpMALMIO, KOTOPAasi MOKET KOro-J1u0o
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKOE PaBO

CoBpeMEHHbIE IIKOJBbHUKH - AaKTUBHBIE [OJB30BATENM  LU(PPOBOroO
npoctpancTBa. OOHAKO JaleKo HE BCE 3HAIOT, 4YTO II0Jb30BAHWE MHOTMMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa TpeOyer  coOMoOAeHHs MpaB  Ha
MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTYyadbHasi COOCTBEHHOCTHY» OTHOCHUTCS K Pa3InYHBIM
TBOPEHHUSIM YEJOBEUECKOrO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOJYKTHl U YCIYT'H, U 3aKaHUMBas KHUTaMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpaBa HA HUHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTb Ha
MIPOU3BEICHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKUE NPaBa BHICTYIAIOT B
KaueCTBE TapaHTHH TOTO, YTO HMHTEIIEKTYyaJbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBEeMJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOEro TPyHAa, MOJYyYUTh H3BECTHOCTh M Npu3HaHue. Hukro 6e3
paspelieHusi aBTOopa HE  MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
nycKaTb B IPOKAaT, MyOJIMYHO HCIONHSATH, MOKA3bIBATh/UCHOIHATh B 3UpE WU
pasMmewars B IHTEpHETE.

Hcnonb30BaHne «IUPATCKOTO»  MPOTPAMMHOTO  OOECIEUEHHUS] MOXKET
IPUBECTH K MHOTMM pHUCKaM: OT IOTEpH JaHHBIX K TBOMM AakKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOMCTBa, I/le YCTAaHOBIIEHA HeJerajgbHas mporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYILIECTBYIOT JIerajibHbIe U OECIUIaTHBIE MPOTPaMMBbI,
KOTOPbIE MOKHO HATH B CETH.

O noprane

CereBU4OK.p( - TBOM IIABHBIM COBETYHK B CETU. 3JIE€Ch Thl MOXEIIb Y3HAThH
0 0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYNHBIM A3BIKOM, a TP BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOPATUTHCS 3a COBETOM. A TakXe MPUHATH y4acTUE B
KOHKYpCax U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



